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In this series of articles, I'll examine the knowledge that typical IT managers and directors

need to have about information security. Subsequent articles will explore this subject in

more detail by describing some of the ways IT managers can obtain this knowledge and

use it to better protect their information assets.

Let's dive right into a scenario:

Each of two recently merged companies has a data center in a different city. As the

process of merging information from the two companies begins, an executive asks the IT

manager to make customer data on the servers in the other data center immediately

available to analysts in the local data center. He wants it today.

[ Keep up on the latest thought leadership, insights, how-to, and analysis on IT through

Computerworld’s newsletters. ]

The IT manager, a former hands-on systems administrator, thinks on his feet and says to

the executive, "Yes, we'll have that working before the end of the day."

The two data centers have Internet connections and firewalls, and the IT manager asks

his administrators to set up an NFS (network file system, a network-based file sharing

tool) over the Internet connections and through the firewalls so that the other server's

databases will appear to be present on the local server. In a few hours, the distant

server's databases are virtually present on the local server and available for business

analysts to begin mining.
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It doesn't take a rocket scientist to understand the implications of this scenario, which is

based on a real incident. All of the data that was transferred between sites was sent in

the clear and over the Internet. And remember, this was customer data, probably

including account numbers and other sensitive information. It wouldn't take long for a

hacker to launch an attack on the NFS connection to obtain or corrupt information, or

use NFS as a "grappling hook" to gain access to these and other servers in the

organization.

Quick solution over security
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Every IT manager has at one time or another sacrificed security to achieve a quick win.

While such a decision may be justified, much of the time, security simply isn't

considered. Industry has bred a generation of IT managers who are evaluated on how

quickly they can put together last-minute solutions. The problem with this approach is

that the quick solutions are rarely secure, though they frequently make their way into

production and stay there without further changes.
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I should hasten to point out that this isn't necessarily the IT manager's fault; he's

expected to be a magician. After all, open systems' connectivity makes integrating

systems, networks and distributed applications quick and easy. Many middle and senior

executives have come to expect these same-day miracles, but too few have learned the

painful lesson that fast doesn't equal secure. How many executives are willing to accept

an IT manager's explanation that it might take a lot more time to make the fast proof-of-

concept a secure proof-of-concept?

IT managers are responsible for knowing how IT supports their organization and how it

facilitates critical business processes that keep the organization's operations rolling.

They are IT generalists who must see the big picture and have the management and

leadership skills to influence the organization's product and process development. They

are also expected to maximize IT's support of present and future business direction. To

be effective, the IT manager must have an intuition that lets him quickly understand

business challenges and be able to quickly respond by moving IT resources into place to

support the business's needs.

This intuition must include a broad knowledge of information security, so that the IT

manager will sense and respond when someone in the organization wants to embark on

an activity that introduces excessive risk to the business. No one wants a repeat of the

NFS-over-the-Internet example in this article.

Clearly, IT managers are in a position of responsibility: They see the requests coming

from management and other sources. They should be making decisions that take

security into account and that don't introduce unacceptable risk to the organization.

Copyright © 2002 IDG Communications, Inc.

7 inconvenient truths about the hybrid work trend

Get started with AWS AppConfig

Online Master of Science in Information Systems at Northwestern University

SPONSORED LINKS

https://www.computerworld.com/article/3625492/7-inconvenient-truths-about-the-hybrid-work-trend.html
http://pubads.g.doubleclick.net/gampad/clk?id=5876505807&iu=/8456/IDG.G_B2B_ComputerWorld.com
http://pubads.g.doubleclick.net/gampad/clk?id=5784947011&iu=/8456/IDG.G_B2B_ComputerWorld.com


Copyright © 2022 IDG Communications, Inc.

The network built for the future, and for you. See Cisco solutions.

Every second counts when it comes to mitigating cyberattacks and resolving network

performance issues. NETSCOUT Visibility Without Borders keeps you one step ahead.

CIS Webinar: Effective Implementation of the CIS Benchmarks & CIS Controls

https://www.computerworld.com/about/tos.html
http://pubads.g.doubleclick.net/gampad/clk?id=5865511342&iu=/8456/IDG.G_B2B_ComputerWorld.com
http://pubads.g.doubleclick.net/gampad/clk?id=5877702470&iu=/8456/IDG.G_B2B_ComputerWorld.com
http://pubads.g.doubleclick.net/gampad/clk?id=5885150796&iu=/8456/IDG.G_B2B_ComputerWorld.com

